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Today’s Agenda

• In today’s lecture, we will explore and learn about:

• Detailed Background on Identity and Access Management System.

• The problem with Centralized Identity and its Evolution.

• Decentralized Identity and Self-Sovereign Identity
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Applications of Blockchain Technology

• Since the blockchain technology provides a decentralized and immutable way to store transactional data 

over the distributed and peer-to-peer network, it can be applied to many domains apart from 

decentralized financial applications, such as Bitcoin or Cryptocurrencies.
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Basic Terminologies of Identity and Access Management

• Identity (ID):

• A digital asset that identifies an individual

• Incl. human identity, machine, device, or other digitized assets

• Personal Information (PI):

• (GDPR, 2018) Any information relating to an identified or identifiable natural person.

• Personal Identifiable Information (PII):

• (NIST, 2010) Any information about an individual maintained by an agency, including:

• (1) Any information that can be used to distinguish or trace an individual’s identity. 

• (2) Any other information that is linked or linkable to an individual
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Basic Terminologies of Identity and Access Management

• Lightweight Directory Access Protocol (LDAP):

• You can think of a hierarchical-structured user 

database.

• Its advantages over database is speed of read, but 

the entry writing performance is obviously worse 

that database.

• Some well-known LDAP applications are Active 

Directory, IBM Tivoli, Oracle Unified Directory
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Basic Terminologies of Identity and Access Management

• Identity Management:

• (Microsoft) Identity management checks a login attempt against an identity management database, 

which is an ongoing record of everyone who should have access. 

• Access Management:

• (Microsoft) Access management keeps track of which resources the person or thing has permission 

to access. 

• Most of the time, both are combined and called as 

Identity and Access Management (IAM).
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Identity and Access Management Systems

• Phase 1: Centralized Identity
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Identity and Access Management Systems

• Phase 1: Centralized Identity
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Identity and Access Management Systems

• Phase 1: Centralized Identity
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Identity and Access Management Systems

• Phase 2: Federated or User-Centric Identity

10
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Issues with Early Phases of IAM Systems

• During the centralized identity phase, user’s identities are handled and manipulated by 
a central authority (e.g., ABC Company or the service provider).

• Also, during the federated identity phase, users must rely on the federated central 
authority to handle and manipulate their personal information or identities.
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What will happen if they let your identities or personal 
information objects expose to unauthorized entities?
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Introduction to Decentralized Identity
Self-Sovereign Identity, Verifiable Credentials, and Decentralized Identifiers.
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What is Self-Sovereign Identity?

• Self-sovereign identity (SSI) can be defined as an identity of a person that is fully 

owned and controlled by the person. It is not dependent on or subject to any other 

authority or trusted third party. This is considered a decentralized identity.
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What is Self-Sovereign Identity?

• There are some basic terminologies 

that were used to build up the self-

sovereign identity into actions.

• Decentralized Public Key 

Infrastructure (DPKI): 

“It enables everyone to create 

or anchor cryptographic keys 

on the Blockchain in a tamper-

proof and chronologically 

ordered way. ”
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What is Self-Sovereign Identity?

• There are some basic terminologies that were used to build up the self-sovereign 

identity into actions.

• Decentralized Identifiers (DIDs): “A globally unique identifier that does not require a centralized 

registration authority because it is registered with distributed ledger technology (DLT) or other form 

of decentralized network. The generic format of a DID is defined in this specification. A specific DID 

scheme is defined in a DID method specification.” (W3C, 2016)
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What is Self-Sovereign Identity?

• There are some basic terminologies that 

were used to build up the self-sovereign 

identity into actions.

• DID Document: “A set of data that describes 

the DID subject, including mechanisms, such 

as public keys and pseudonymous 

biometrics, that the DID subject can use to 

authenticate itself and prove their 

association with the DID. …” (W3C, 2016).

SEC-205: Distributed Ledger and Blockchain 16CMKL University



What is Self-Sovereign Identity?

• There are some basic terminologies that were used to build up the self-sovereign identity into actions.

• Credentials: A credential might consist of:

• Information related to identifying the subject of the credential (for example, a photo, name, or ID number)

• Information related to the issuing authority (for example, a city government, national agency, or certification body)

• Information related to the type of credential (for example, a Dutch passport, an American driving license, or a health insurance 

card)

• Information related to specific properties asserted by the issuing authority about the subject (for example, nationality, date of 

birth, or the classes of vehicle they're qualified to drive)

• Evidence by which a subject was demonstrated to have satisfied the qualifications required for issuance of the credential 

(for example, a measurement, proof of citizenship, or test result)

• Information related to constraints on the credential (for example, validity period, or terms of use).
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What is Self-Sovereign Identity?

• There are some basic terminologies that 

were used to build up the self-sovereign 

identity into actions.

• Verifiable Credentials (VCs): “A verifiable 

credential can represent all the same 

information that a physical credential 

represents. Adding technologies such as digital 

signatures can make verifiable credentials more 

tamper-evident and trustworthy than their 

physical counterparts.” (W3C, 2024).
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Verifiable Credential Eco-System
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• Issuer: The entity that issues VCs to the subjects.
• Subject: An entity whose claims (attributes) are 

stored in the VC.
• Holder: An entity that is in possession of the VC and 

presents it to the verifier for verification as and 
when required.

• Verifier: An entity that ensures that the claims 
made in the VC are true and correct. The verifier 
receives VCs from the holder and verifies them.

• Digital wallet: An entity that stores the VCs for the 
holder.

• Digital agent: Software that acts as an interface 
between the VC ecosystem and the holder, e.g., an 
app on a mobile phone.

• Verifiable data registry: This is an entity that is the 
foundation of the VC ecosystem and decentralized 
identity ecosystem. Verifiable Data Registries (VDRs) 
can be blockchains or decentralized and centralized 
databases. However, blockchains, due to their 
inherent security features, can be more suitable in 
the decentralized identity ecosystem.
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SSI-Specific Blockchain Projects

• The Hyperledger identity stack consists of Indy, Aries, Ursa, and AnonCreds, which are flexible and can 
interoperate with other layers in the SSI stack:

• Hyperledger Indy was the Hyperledger foundation’s first blockchain framework that targeted identity use cases. It is a 
public permissioned blockchain specifically built for decentralized identity use cases. It can build and publish DIDs, 
VCs, and other similar elements of the blockchain.

• Hyperledger Ursa grew out of Hyperledger Indy as a separate project, which consists of cryptography components of 
Hyperledger Indy. 

• AnonCreds is another project that stems out of Indy. It is the ZKP-based VCs mechanism that has been extracted from 
Indy as a standalone project. 

• Hyperledger Aries is another project that spun out of Indy. It can be seen as the digital agent mechanism in the 
Hyperledger identity stack. Aries is an attempt to bridge DIDs and VCs from multiple SSI ecosystems. Aries enables 
DID-oriented messaging between agents and uses some protocols to enable the issuance, presentation, and 
verification of VCs.
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SSI-Specific Blockchain Projects

• Hyperledger Indy was the Hyperledger foundation’s first blockchain framework that targeted identity 
use cases. It is a public permissioned blockchain specifically built for decentralized identity use cases. It 
can build and publish DIDs, VCs, and other similar elements of the blockchain.
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SSI-Specific Blockchain Projects

• Other projects:

• KILT: KILT is a decentralized blockchain protocol for issuing VCs and DIDs for Web3.

• Proof of Humanity: This project aims to thwart sybil attacks by utilizing social verification with 

video submission to allow users to prove that they are real humans.

• uPort: This platform allows users to create a portable, reusable, and decentralized digital identity 

that can be used across different services. The identity is a smart contract on the Ethereum 

blockchain as a digital representation of the user. 

• Sovrin: This is a public service utility that enables SSI on the internet. 
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SSI-Specific Blockchain Projects

• Other projects:

• Sovrin: This is a public service utility that enables SSI on the internet. 
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Challenges of Decentralized Identity

• Some challenges need to be addressed to further improve the SSI ecosystem:

• Lost device – What if a device (mobile phone) on which all of a person’s VCs are stored is stolen or 

left behind on a train?

• The transition from web 2.0 to Web 3.0 poses some challenges, in terms of migration of data, 

accounts, etc. from web 2.0 to Web 3.0.

• Digital wallet vulnerabilities – As the device on which the wallet is hosted and the wallet itself are 

subject to malware and hacking attacks, it’s important to ensure that the wallets are tested 

thoroughly before public release

• Other challenges include limitations on the VDR/blockchain layer, such as privacy, scalability, and 

interoperability.
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Today’s Agenda

• Upon successful of today’s lecture, you have learned about:

• Detailed Background on Identity and Access Management System from a story between centralized identity, 

federated identity, and decentralized identity.

• The problem with Centralized Identity and its Evolution, such as the need of central authority and data 

leakage.

• Decentralized Identity and Self-Sovereign Identity, including the verifiable credentials, and decentralized 

identifiers.
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End of the lecture! 🥳
Please feel free to ask any questions.

If you need further discussion, please contact me:

• Email me at charnon@cmkl.ac.th 

• Appoint me for 1-on-1 discussion during the office hours.
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